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The Definition of Web Crawler
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Legal Issues
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Legal Issues
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Regulations

1. Actually, Facebook disallows any scraper, according to its robots.txt file
« When planning to scrape a website, you should always check its robots.txt
first. Robots.ixt is a file used by websites to let “bots” know if or how the site
should be scrapped or crawled and indexed. You could access the file by adding
“/robots.txt” at the end of the link to your target website.
« Enter htips://www.facebook.com/robots.ixt in your browser, and let's check the
robots file on Facebook. These two lines could be found at the bottom of the file:

User-agent; *

Disallow: /
* The lines state that Facebook prohibits all automated scrapers. That is, no part of

the website should be visited by an automated crawler.
—

7”7

5 Things You Need to Know Before Scraping Data From Facebook (url: https://medium.com/dataseries/5-things-you-need-to-know-before-scraping-data-from-facebook-f4e84b2ab80)
February 26, 2024 Chun-Hsiang Chan (2024)


http://www.robotstxt.org/robotstxt.html
https://www.facebook.com/robots.txt

Regulations

 Why do we need to respect robots.txt?

« Websites use the robots file to specify a set of rules on how you or a bot
should interact with them. When a website blocks all access to crawlers,
the best thing to do is to leave that site alone. To follow the robots file is to
avoid unethical data gathering as well as any legal ramifications.

7”7

5 Things You Need to Know Before Scraping Data From Facebook (url: https://medium.com/dataseries/5-things-you-need-to-know-before-scraping-data-from-facebook-f4e84b2ab80)

, February 26, 2024 Chun-Hsiang Chan (2024) 10


https://helpcenter.octoparse.com/hc/en-us/articles/360027964591-Is-web-scraping-via-Octoparse-legal-and-ethical-

Regulations

Source: https://www.facebook.com/apps/site scraping tos terms.php

Date of Last Revision: April 15th, 2010
Automated Data Collection Terms

1. These terms govern your collection of data from Facebook through automated means, such as through harvesting bots, robots,
spiders, or scrapers ("Automated Data Collection"), as well as your use of that data.

2. You will not engage in Automated Data Collection without Facebook's express written permission.

3. By obtaining permission to engage in Automated Data Collection you agree to abide by these Automated Data Collection Terms, which
incorporate by reference the Statement of Rights and Responsibilities.

4. You agree that your use of data you collect through Automated Data Collection will be confined solely to search indexing for display on
the Internet unless granted separate approval by Facebook for alternative usage and display on the Internet.

5. You agree that you will not sell any data collected through, or derived from data collected through, Automated Data Collection.
6. You agree that you will not transfer data collected through Automated Data Collection in aggregated or bulk form.

7. You agree that you will destroy all data you have collected through Automated Data Collection upon Facebook's written request and
that you will certify such destruction under penalty of perjury.

8. You agree that Facebook may revoke any permission granted at anytime for any reason and you agree to immediately cease collection
and use of data collected through Automated Data Collection on notice of such revocation.

9. You agree to provide an accounting of all uses of data collected through Automated Data Collection within ten (10) days of your receipt
of Facebook's request for such an accounting.

10. You agree that you will not circumvent any measures implemented by Facebook to prevent violations of these terms.

11. You agree that you will not violate the restrictions in any robot exclusion header.

12. You agree that you will only use your own true IP address/useragent identity and will not mask your services under the IP
address/useragent string of another service.

13. You agree that you will not transfer any approved IP address or useragent to any party without Facebook's express written consent.

14. You agree that any violation of these terms may result in your immediate ban from all Facebook websites, products and services. You
acknowledge and agree that a breach or threatened breach of these terms would cause irreparable injury, that money damages would be
— an inadequate remedy, and that Facebook shall be entitled to temporary and permanent injunctive relief, without the posting of any bond
or other security, to restrain you or anyone acting on your behalf, from such breach or threatened breach. Nothing herein shall be
/ construed as preventing Facebook from pursuing any and all remedies available to it, including the recovery of money damages.

15. Nothing herein shall be construed to confer any grant to, or license of, any intellectual property rights, whether by estoppel, by
implication, or otherwise.
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Regulations

Source: https://about.fb.com/news/2021/04/how-we-combat-scraping/
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Our technologies v Aboutus v Build withus

<  Backto Newsroom

Meta

How We Combat Scraping

April 15, 2021
By Mike Clark, Product Management Director

Last week, we shared more details about a public database containing
information about people on Facebook that appeared online and
generated a lot of conversation around data scraping. Given the fact that
similar stories have emerged since then about public datasets involving
information obtained from a number of other companies, including
LinkedIn and Clubhouse, we’d like to explain more about what scraping is,
how it works and what we’re doing to prevent scraping to protect
people’s information.

What Is Scraping?

Scraping is the automated collection of data from a website or app and
can be both authorized and unauthorized. Every time you use a search
engine, for example, you are likely using data which was scraped in
automated ways with the consent of the website or app. This is a form of
scraping known as crawling and it’s what helps make the internet
searchable.

Using automation to get data from Facebook without our permissionis a
violation of our terms. The data itself is not necessarily off-limits; scraped

Chun-Hsiang Chan (2024)
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Regulations

 Source: https://www.facebook.com/robots.txt

# Notice: Collection of data on Facebook through automated means is
# prohibited unless you have express written permission from Facebook
# and may only be conducted for the limited purpose contained in said

# permission.

# See: http://www.facebook.com/apps/site_scraping_tos_terms.php

User-agent: Applebot

Disallow:
Disallow:
Disallow:
Disallow:
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Disallow:
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Disallow:
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Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:
Disallow:

/*/plugins/*
/a/bz?

/ajax/

/album.php
/checkpoint/
/contact_importer/
/dialog/
/fbml/ajax/dialog/
/feeds/
/file_download.php
/job_application/
/1l.php
/login.php?next=
/login/?next=
/moments_app/
/p.php

/photos.php
/plugins/
/share.php

/share/
/sharer.php
/sharer/

/tx/

/tr?
/ufi/reaction/profile/browser/
/x/oauth/
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User-agent: baiduspider
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User-agent: Bingbot
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Ethical Problems

° ffWIJ— :
%ﬁn:”E/ATT’&tHOT_ﬂ%% ' ﬁﬁmﬂ 22, /\BES r oD RE LA
lLH F - RERES —EFAECSRER  BEMiIE -5 E5AREHES
Lﬁ)’me{FFH@ g1 ?

- Ef5_ :
A EE M F ARG R I EEIEY - /\BREE—EEF{FAR=E
NEETH . EH—JTF@UE’JF??%%&%(KE@%%E%Q'\) - FE . BEBEX
SR ERCamEaE?

”

, February 26, 2024 Chun-Hsiang Chan (2024) 14




Ethical Problems
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Source: http://www.naipo.com/Portals/1/web_tw/Knowledge Center/Infringement Case/IPNC 180627 0501.htm?fbclid=IwAR1KID5rsiuR3gjUaiszycHqSW-g1tCnrl7xN1-NpiAn5hrYT20eZGGUy0M
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Thank you for your attention!

Email: chchan@ntnu.edu.tw
Web: toodou.github.io
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